
MOBILE ENTERPRISE SOLUTIONS CAPABILITY COMPARISON 

Although Excitor makes all reasonable efforts to maintain the accuracy of the contents of this document, it relies on third parties for much of the information provided and does not accept any liability for information that is found to be incomplete, inaccurate 
or out of date. The information contained in this document is only for general information, and is not intended to provide any advice, make any offer or in any other way result in the creation of a legally enforceable relationship between Excitor and yourself. 
You should place no reliance on such information for investment purposes or otherwise, and Excitor excludes all liability for loss or damage, whether financial or otherwise (to the fullest extent permitted by law) ensuing from your use of this information. 

  Functionality 
Microsoft 
Exchange 

ActiveSync 

Standard 
Mobile  

Device Mgmt. 
Solution 

Excitor 
DME 

Mobile 
Security  

Notes 

Mobile Device 
Management 

 Full over the air management of iOS (iPhone & iPad), Android, 
Windows Mobile & Symbian mobile devices with enforcement of group 
polices and reporting. 

Limited Yes Yes  

Excitor DME can either Manage mobile devices that 
utilise MS ActiveSync Push email, or manage devices 
that use Excitor DME proprietary push email system & 
secure Corporate partition.  

Security 

 UK CESG Security Accredited, suitable for CoCo compliance & GCSX 
use.  

 Blackberry levels of Security and Control. 

 Proprietary push email & over the air encryption system with no 
reliance on Microsoft Exchange ActiveSync. 

 Proprietary on device encryption & password management system not 
susceptible to vulnerabilities in Mobile Operating Systems. 

No No Yes  

DME has been approved for use in the UK Public 
Sector by CESG, the UK Government IT Security 
Assessment body, to Impact Level 2 (IL2); Excitor plans 
to get DME IL3 accredited when CESG announce new 
IL3 test criteria for Mobile Security. 

Secure Corporate 
Partition 

 Corporate Sandbox with complete separation of all Personal & 
Business Data. 

 Remote wipe of Corporate Sandbox only when device lost or employee 
leaves organisation, users’ personal data remains untouched. 

No Limited* Yes  

Excitor DME Secure Container supports iOS, Android, 
Windows Mobile & Symbian on either Smartphone or 
Tablet form factor. (*Some MDM solutions allow 
selective wiping of email accounts on iOS, but they do 
not Partition Corporate data from Personal Data). 

Authentication 

 Mobile Device Sandbox single sign-on with Corporate Active Directory 
password. 

 Change/Update Active Directory Password form Mobile device. 

 Mobile Device Management & Security policies assigned to AD 
Groups. 

Limited No Yes  

ActiveSync can force users to have a password on their 
mobile device, though this password is for the whole 
device, not just Corporate data and is a different to a 
user’s Active Directory password.  

Mobile Application 
Platform 

 Simple creation of Mobile Apps to connect to existing IT Systems. 

 Write App once, deploy on all smartphones and tablets, including 
Blackberry. 

 Host Corporate App Store for users to download approved Corporate 
Apps to any device. 

No No Yes  

DME AppBox is a Mobile Enterprise Application 
platform enabling creation of form-based client 
applications, integrated into a wide range of back-office 
applications through DME's secure mobile architecture. 
(DME AppBox is an Additional Cost Module) 

Telecoms Cost 
Management 

 Mobile Cost Management; Usage Reporting & real time 
alerting/blocking 

No Partial Yes  
DME Supports Blackberry, Android, Windows Mobile & 
Symbian. (iOS limitations prevent Cost Management) 

Advanced 
Enterprise Features 

 Mobile Email: Search emails on phone & server, Flag for Follow up. 

 Mobile Calendar: Check meeting attendee availability, Delegate 
meetings, Set Out of Office. 

 Synch To Do Lists, 2 way synching of files, access Network 
Documents, Intranet RSS Feeds, User selectable sync times. 

 Mgmt. Server supports Windows, Linux, VMware, HA, scales to tens of 
thousands of users. 

 Secure Intranet & Web Based Application access within Corporate 
Partition (planned for early 2012*). 

*Roadmap subject to change
 

No No Yes  

As Excitor DME utilises its own push email systems and 
on device clients, DME can enable Advanced 
Enterprise Messaging, PIM and data access features 
on all mobile devices. Whereas Mobile devices reliant 
on ActiveSync Push email can only mobilise the limited 
data ActiveSync supports. 

Monthly Cost   Unknown £3-£5 £4-£6 
Excitor DME monthly cost calculated over 3 years. 
Assumes new licenses cost  £100 each + 3 years 
Maintenance 

 


